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1] INTRODUCTION lastrance ke

The use of internet and computer technology in Cyboer

our daily life has taken a rise over the past few “:'l‘l:.'!‘l:'-:;:'” Cy ber Mo
years which has led to the rise in a new form of LaW

crime ie. Cyber Crime .Cyber law protects Becocss ‘:‘T"’:‘:'"“.'
the users from any harm that can take place Cyben Sy

Frecdom of

Securfty Coagch

because of any online crimmnal activity .Cyber
Law is crucial as it focuses on almost every
aspect of activities done on Internet , World
Wide Web and Cyber space . It has given a
legal definition to the idea of secure digital
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2] BACKGROUND

Cyber Crime?

Any crime with the help of computer and

telecommunication technology.
Categories of Cyber Crime
1. Against a Person

e Cyber stalking

e [mpersonation

e Loss of Privacy

e Transmission of Obscene Material

e Harassment with the use of computer
2. Against Property

e Unauthorized Computer Trespassing

e Computer vandalism

e Transmission of harmful programs.

e Siphoning of funds from financial
institutions

e Stealing secret information & data

* Copyright

3. Against Government

e Hacking of Government websites
e Cyber Extortion
e Cyber Terrorism

e Computer Viruses
Need For Cyber Law

In today’s techno-savvy environment, the
world is becoming more and more digitally

sophisticated and so are the crimes. Internet

was initially developed as a research and
information sharing tool and was in an
unregulated manner. As the time passed by it
became more transactional with e-business, e-
commerce, e-governance and e-procurement
etc. All legal issues related to internet crime are
dealt with through cyber laws. As the number
of internet users is on the rise, the need for
cyber laws and therr application has also
gathered great momentum.When Internet was
developed, the founding fathers of Internet
hardly had any inclination that Internet could
transform itself into an all pervading revolution
which could be misused for criminal activities
and which required regulation. Today, there are
many  disturbing  things  happening i
cyberspace. Due to the anonymous nature of
the Internet, it is possible to engage mto a
variety of criminal activities with impunity and
people with intelligence, have been grossly
misusing this aspect of the Internet to
perpetuate criminal activities I cyberspace.

Hence the need for Cyberlaws in India.

3] DATA & RESULT

To regulate such activities that violate the
rights of an Internet wuser, the Indian
government has the Information Technology
Act, 2000, in place. Here are some of its
sections that empower Internet users and
attempt to safeguard the cyberspace.

List of offences and the corresponding
penalties.
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Section  Offence

65

66

66B

66C

66D

66E

66F

67

Tampering with
computer source
documents

Hacking with
computer system

Receiving  stolen
computer or
communication
device

Using password of
another person

Cheating using
computer resource

Publishing private
imagesof others

Acts of cyber
terrorism

Publishing
mformation  which

Penalty

Imprisonment up
to three years,
or/and with fine
up to 2200,000

Imprisonment up
to three years,
or/and with fine
up to 500,000

Imprisonment up
to three years,
or/and with fine
up to X100,000

Imprisonment up
to three years,
or/and with fine
up to X100,000

Imprisonment up
to three years,
or/and with fine
up to 100,000

Imprisonment up
to three years,
or/and with fine
up to 2200,000

Imprisonment up
to life.

Imprisonment up
to five years,

67A

67B

67C

68

69

70

is obscene in
electronic form.

Publishing  images
containing sexual
acts

Publishing child
porn or predating
children online

Failure to
maintain records

Failure/refusal  to
comply with
orders

Failure/refusal  to
decrypt data

Securing access or
attempting to
secure access to a
protected system

or/and with fine
up to 1,000,000

Imprisonment  up
to seven years,
or/and with fine
up to 21,000,000

Imprisonment  up
to five years,
or/and with fine
up to 1,000,000
on first
conviction.

Imprisonment up
to seven years,
or/and with fine
up to 1,000,000
on second
conviction.

Imprisonment up
to three years,
or/and with fine.

Imprisonment up
to 2 years, or/and
with  fine  up
to 100,000

Imprisonment up
to seven years
and possible
fine.

Imprisonment  up
to ten years,
or/and with fine.
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Imprisonment up
to 2 years, or/and

71 Misinterpretation i R
to X100,000
Brach of BT
72 confidentiality and | . S
Hivac with  fme up
privacy to 100,000
Disclosure of | Imprisonment up
TIA mnformation in | to 3 years, or/and
breach of lawful| with fine up
contract to 2500,000
Publishing .
. Imprisonment up
electronic
) to 2 years, or/and
73 signature

with  fine  up

certificate false in 0 2100,000

certain particulars

Imprisonment up

74 Publication for | to 2 years, or/and
fraudulent purpose | with  fine  up
to 2100,000

The existing laws of India, even with the most
compassionate and liberal interpretation could
not be interpreted in the light of the emergency
cyberspace, to include all aspects relating to
different activities in cyberspace. In fact, the
practical experience and the wisdom of
judgement found that it shall not be without
major threats and pitfalls, if the existing laws
were to be interpreted in the scenario of

emerging cyberspace, without enacting new

cyber laws. Hence, the need for enactment of

relevant cyber laws.

None of the existing laws gave any legal
validity or sanction to the activities in
Cyberspace

Importance of Cyber Laws
e We are living in highly digialized

world.

e All companies depend upon their
computer networks and keep their
valuable data in electronic form.

e Government forms including income
tax returns, company law forms etc are
now filled in electronic form.

e Consumers are increasingly using credit
cards for shopping.

e Most people are using email cell
phones and SMS  messages for

communication.

e Even in cyber crime cases, important
evidence is found in computers/ cell
phones e.g. in cases of divorce, murder,
kidnapping, organized crime, terrorist
operations, counterfeit currency etc.

e Since it touches all the aspects of
transactions and activities on and
concerning the Internet, the World
Wide Web and Cyberspace therefore
Cyber law is extremely important.
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4] CONCLUSION

To sum up, though a crime free society is
perfect and exists only in illusion, it should be
constant attempt of rules to keep the
criminalities lowest. Especially in a society that
is dependent more and more on technology,
crime based on electronic law-breaking are
bound to increase and the law makers have to
go the extra mile compared to the impostors, to
keep them at bay.

Hence, it should be the tenacious efforts of
rulers and law makers to ensure that technology
grows in a healthy manner and is used for legal
and ethical business growth and not for
committing crimes. It should be the duty of the
three stake holders viz. i) the rulers, regulators,
law makers and agents i) Internet or Network
Service Suppliers or banks and other
mtercessors and i) the users to take care of
information security playing their respective
role  within the permitted limitations and

ensuring obedience with the law of the land.
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